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Anti-money laundering
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Bill of lading
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Central Bank of Iran
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Customer Due Diligence
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Combating the financing of terrorism

o)l aic Junaill of ouduwil Adie &oall

Cash on delivery or collect on delivery
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Documentary collection
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Distributed ledger technology
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Democratic People’s Republic of Korea (North Korea)
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European Union
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European Statistical Office
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Foreign Account Tax Compliance Act (United States)
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Financial Action Task Force
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Financial Conduct Authority (UK)
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FCL
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Financial institution
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Financial Intelligence Unit
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Free Trade Zone
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General anti-avoidance rule
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Global Coalition to Fight Financial Crime
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Harmonized system
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International Compliance Association
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International Chamber of Commerce
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Aol duoynoll Wljloollg Uaildl e o

Institute of International Banking Law & Practice
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International Commercial Terms
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Iranian Revolutionary Guard Corps
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International Standard Banking Practice Publication (745)

(590 o) 6 i) jgan]l Wlaloicy dlgall wlpcll

International Standby Practices, 1998 edition
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Joint Comprehensive Plan of Action
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Know your customer
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Less than container load; also known as “groupage”
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Letter of guarantee
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Middle East and North Africa
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Money laundering
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(MT103) Single Customer Credit Transfer
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(MT700) Issue of a Documentary Credit
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(MT760) Issue of a Guarantee
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Organisation for Economic Co-operation and
Development
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Office of Foreign Assets Control (United States)

adwill 9ol

Proliferation financing

walallg rolsdl (e Uadll (g dAlpaill

Public-private partnership

jaanll alglicl

Standby letter of credit

UloaAn)l JUA (o Jlgoll Juue ulloc

Service-based money laundering

dnla don pa§lowi 63310l (giklgoll

Specially Designated Nationals

dagquiloll dloleoll pjlai

Suspicious Transaction Reports

Aol 8)lail Willoe JUA (Lo Al rodliall

Trade-based financial crime

Aol 6)lai)l wliloc JUA (o Jlgoll Juue

Trade-based money laundering

Wldoc JAA o Wlayyl Jigoi / wlajll Jigod
Augall 6ylaill

Terrorist financing / Trade Based Terrorism Financing

duoynoll Ulaloicl 6a31goll Wlwjloollg wlpcll
(600 oby 6 L))

Uniform Customs and Practice for Documentary Credits

6a11i0Jl ool

United Nations

doysallg WljaAolly pdsoll 6aaioll ooVl Liino

United Nations Office on Drugs and Crime

6a1io0Jl ool Sulil (Lol yulao jlid

United Nations Security Council Resolution

dropnoll Il Al / wliloall 6a0g0ll Aclgdll
il aie

Uniform Rules for Demand Guarantees

Jolidl jloaJl daluwl

Weapons of mass destruction

Qi 8Lalb Equitoll jpé jlaiul

lllegal Wildlife Trade







(Léapol Jio) "doanll wlwisy Ylao yuph2ioll i)l ob 22g) V"

Uejiiiollg U w)loodlg diaell Glitall d4)liio L lingi 63 820 diloc pea Aol Pl daolho U)
ool dAnlao ol rod 1alg Eal) Uga Lol bl i 1alg Uil Glowil dolAioll Wilitallg
Haal Lalola Jual duals) ua=iig 0111 ilal pdhniig wjjce elg)f 2905 wg 1o

&0lgaJl gy - L] Ylo-tbg n gVl il dénio yos dnls- G0y Jg-0ido Un (5941l Ligo Uo
G0 LUl UYL jgo) ELa) Ugoido Ui LA WA Jgpal iy bin Ulgnll Uglee) uull yasy J=ai ol
Wi jlaAlg Aol e of dyolial Wltaglw delublg Gaals slaal Ul o] (adl uala bl A=) Gyl
3120 LIl Lagj=i Ul Uo 2l Jgoll 03 a 1111167 U] .otag Lislge L] $28T A L8UAUI p_aolan] Hoo dlado

U of anlg L

ol sl s AUl dp il GJ] e r8ie) oeaill ilunl dyolim] of 63 1wls Wlaglw Yo ipall uala bl L sy
18T Uiy V oea] Lo Ays)al g digils alsdl ad wipagludl o Litso o Ul ug-a)ay ¥ daluy
U9£i0) paial {dals Wglw ga lizeo gl U sl uull wysy (sl bde dyapoll peails wielj
JUIAl o lg-iaoil pehlell of podp=oll @Al peayal (Jg-ay U LJLWLg Aliyléo ddrs pead) dAinil o]
Al jo6lgn ag-ng pac L dinla Wlhglw ywlill weAiy wsal ulsgl peog .Laall (1o Ulgnll
ol doinoll Uil oaa JA LJ] dolayl .aunnil souill J=0) peasali dyuols Al o of A i
Uilinl 26i¢) gluiyl Ol odl 030 dunnll spitl L)l oA Wi w Jg-ay 26 il alhglull | 163
o6 daraAll LA ALATY g8y alead ol AbnAiill il aya) yu g adf @ disiail delaqill o)

Aol alsqUl

81 ALAT oLe Yliaodl el i - el §i ygad - A lloll piliall A aolho) -earo 43 3929 U
aJi LoA .ol rodslal dorag)l JUUI Jga oedviiegi e aclinpy g a6 .6.6lis o Wlgiuo ode aunnll
Lo rodlnl elli danlgo Juiw oo -iRoinog (WaJQio - Aigizl) Al pdoll joall padi ole Paacliuyy
ol Lol . J5lwgll ELL pplaai wl oy Oclog W is @ing laola At wy dosloll A aslhaell Jilwg uA =) 1 6g)
oSl 15U 6)g- s a0 dopso Lo Ig-bo=l Ul Ay dunnil J=0l 212l praji® i oo ol ai ela

Laloabula b agen ode ling Wioinollg Wlokiollg uala bl e d Plol!

Ul Ua delanily oisig QusUalll delaivl uLng d ol pdilall daolao (] als s jolai) Lot (1alg
LA ol YAl W slgo Ue LA uA %y 9 Wilielaill e A uA ) Aan]l spaill J=9) YLyl g 8)
Ol WAL el Ao wlnll WA DU G Lo Wliwuivgoell (o Uglol=llg 6318l dalgy Lo Wie . gl
Ul A2 A4 1l0 WULS AUAT Luwls JLiaYl 136 gy YLl (o 1415 L-69 odols JLis] Lats b
Wlang $aai ode 6)28Jlg ya all &y oac & o dojlaoll ode 6)a 8l (lclg_m_ll L LN .L:Llj'JJ|9 ¢JijVlg
Jeé] oac & o pwlall @ igoll AlAil Hle 6)a Sllg oaalad eliojll jleiwl & o -8)9pAl Aie- upAll A
Lo oealeny ol @ slgol) UpAdyio Gokioll clael Yooy Ul Liny welJa §udni Juw oo .Anlgill
GUAADIELE »6 .Aolpnll A LISUAT LO6g0 LN ol L@ slgol) dpwlinn J 6 peaips o peadgs
20 .Ul Ul 2 A peelondl A andl oo Aol ALl puailua = b jj 1 (g 1818l 63L8)1 L aly
o) Ugal uin lawgiiig Abhioll 0da YAl pelon ST WA aY Leion L dnpo ga G=aoll J ol

Jhol 6ln ygiaig sLin

Vilaun Wwgy

JosJl WlsiAalg 6aLél jg 116919 Atoc
oL L6 Ay oVl dzolall — Jlocll Ylde Ylodliw dyls










o)\l (e dpor Qo

(ESWI J16 o) Larepg (Gritiell J16 (o) Wloaall gl/g &lul elpih o6 Layaga uob 8)laill Jioil
L9 A 998l J-8ig 0§11y oy Lo rouluni ESWI ole wiay welia pligll GLeil elilia Yls Loding
Aiod &0ay Uig A8l Loyl o ULA 13] Aol i ooy Lo Jgus (piditoll e

6)Laill Lol dlavwoj dJgall aga a J-ala dlaoll 6)Laill ol . doa of dlao 6)lail Ug-ai Ul -ao09
WAL oleoll Yg-ai Lo Lileg .dolinng Jga oo Wl Ul Uy Wloaallg &5LAUl Jalui peao d_yoall
Gribioll il ol Al il o 13ae Joili Lo 6ale Ll dlaispin oo 1346 pial ddgall dyjlaill
Wliwjloollg Jyleoll 22 =49 Laiy Lotog Wil od o & o WL (1o dcqiio dcgonog .&5llg
WA6 Laiold 639 ESAYI ol Jav i il Ll ela oo Lot duspnoll Wilaiioll 33 g dalizoll

Ul Yylon e

J3-20 Ug-AJ Lo 8ale d ol 6)Lail Ul Utn o9 ol @sollsdl 8)Lail d_olai iig
&ESLAIL G ol djlai)l doid Ui
Noa Uo—rlyi 22 G sly Gloaillg
LS Jga -5 12020 pole b LS ol

JALA (Lo dlo]! podlall daolaol JUiioVl @olp
olaaiwl eyl (Aoy adl 1A ggall 6jlaill lloc
9l WLVl pea 9f Jlgoll Jus) dglaoll 6)Laill
I1ATg .5)laill JLinl dlywga of alundll Jyo i
d_lnoll 6)Laill A oAiill n jlgAall dyygangl
8)laill Wlelna] Lo w&jlonll Jio éalsll )b

36392 10 d_tlnoll

6JLail) 6a-aioll ol Joigo Cilpyadi
bda drollell 6)laill Ui LJl odille
Uo-1Ly)i 28.5 &L LiayU Lwlid Lod)

2.2021 olc L5 UAJj.oI J¥ga

aujlaill dloleoll WAl

Ga0J Lt Ll bl o ajoll &by 26 Wl Gog dujlai dloleo JA uulwl &5WIg Syititell JA i)
Sl Uil ol etoll th1b w-Ugooll WimtiolAdl o Lolpal ¢l Join 2 89 .dloleoll A 107
Uo dLegiio degono Lyl dLoganl tilanll $383 26 Lo .dyi wngll Wloaall peoaéo9 sla gl
)92 dJgal) dLAgloollg dtoganil wlanl (53§35 2 6 WJUioll Juw oo 0)Lail Gl Loto jlgalll

elgw A a pde &5UIg Sridiioll

WAl oleoll o dAjliiollg Leguib piall wlp nll ya sy (e dole daod (1 Jgaall) oJWl Joaall oa gy
KeUj[Ea¥i]

el Alol=oll Lo G4 )litoll WixalI - 1 Joasl

Joll winll

ol LAl &liio &uini ol polaaiwil Lol wiloaall of &5LAUIN Gt G il danll -
= = N G0l
oy éaley

Sxuiroll OJ] Wloaall of &5LAUl &l dan &l

"World Trade Organization, World Trade Statistical Review 2021 (Vienna: World Trade Organization, 2021), 11, https://www.wto.org/english/res_e/statis_e/wts2021_e/wts2021_e.pdf.
*https://unctad.org/news/global-trade-hits-record-high-285-trillion-2021-likely-be-subdued-2022

3James E. Byrne and Justin B. Berger, Trade Based Financial Crime Compliance (Montgomery Village, MD: Institute of International Banking Law & Practice; London Institute of
Banking & Finance, 2017), 18.
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“Historically, the mode of transport associated with international trade was maritime or ocean transport which was the only practical, or the cheapest, form of transport, particularly
for bulk products. In this form of transport, the goods are entrusted to the carrier by the shipper, who is the seller or a third party who contracts with the party providing transport (the
carrier). The carrier is obligated to deliver the goods in accordance with the terms of the contract of carriage. The principal modes of transport are water (ocean, maritime or inland,
by common carrier or chartered vessel), rail, road, or air. Except for bulk goods and commodities (for example: oil, iron ore or other metals and mining products, grain, and sugar),
most contemporary transportation of goods is done by means of standardized containers. This means of shipment has given rise to a significant increase in multimodal transportation;
that is, transportation involving more than one mode of transport, thus avoiding the need to repack or reconsolidate in transit. For example, the goods can be placed into a container
which is loaded onto a truck at an inland point, trucked to a railhead, loaded on board a train and transported to a port, where the container is laden on board a marine vessel. The

reverse process can occur at the destination, until the container reaches the buyer’s facilities.

*Financial Action Task Force and Egmont Group, Trade-Based Money Laundering: Trends and Developments (Paris: Financial Action Task Force, 2020), 25, https://www.fatf-gafi.org/

publications/methodsandtrends/documents/trade-based-money-laundering-trends-and-developments.html.
¢Financial Action Task Force and Egmont Group, 26.

7An example of one of the better-known third-party inspection agencies is Société Générale de Surveillance (SGS).
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?"What Is Bill of Lading?,” NYC Supply Chain Solutions Inc., accessed March 17, 2022, https://nycscs.com/what-is-bill-of-lading/.

"°Financial Action Task Force and Egmont Group, TBML: Trends and Developments, 26.

"ICC Uniform Rules for Documentary Credit (UCP600), Article 20-a-i

12"Bill of Lading”, Legal Dictionary, accessed December 20, 2021, https://legaldictionary.net/bill-of-lading. — Article 20-a-i of UCP600 Bill of Lading.
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13Bjll of Lading”.
"¥Hari Menon, “What Is Seaway Bill in Shipping?”, Marine Insight (blog), December 21, 2021, https://www.marineinsight.com/maritime-law/what-is-seaway-bill-in-shipping/.

"Hariesh Manaadiar, “What Is a Switch Bill of Lading and When and Why Is It Used..??”, Shipping and Freight Resource, February 1, 2019, https://www.shippingandfreightresource.
com/what-is-a-switch-bill-of-lading-and-when-and-why-is-it-used/.

6”Blank Endorsement on a Bill of Lading,” Investopedia, accessed December 20, 2021, https://www.investopedia.com/ask/answers/032615/what-endorsement-blank-bill-lading.asp.
The most recent edition of these Incoterms is the 2020 revision. Incoterms also referred to Domestic and International Trade Terms.

"®Byrne and Berger, Trade Based Financial Crime Compliance, 23-24.
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19"L.CL vs FCL," iContainers, accessed December 20, 2021, https://www.icontainers.com/help/Icl-vs-fcl/.
2"Glossary: Transshipment,” Eurostat, accessed December 20, 2021, https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Glossary:Transshipment.

#Aaron Dunne, “The Role of Transit and Transshipment in Counterproliferation Efforts”, SIPRI Good Practice Guide (Stockholm: SIPRI, September 2016), 2, https://www.sipri.org/
sites/default/files/SIPRIGPG%20Transport%2006_Dunne.pdf.

22486. What Is an Example of Goods Otherwise Coming into Contact with Iran?”, US Department of the Treasury, December 22, 2016, https://home.treasury.gov/policy-issues/
financial-sanctions/fags/486.
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2Byrne and Berger, Trade Based Financial Crime Compliance, 23-24.

#London Institute of Banking & Finance, Certificate of International Trade and Finance Manual (London: London Institute of Banking & Finance, 2019), 107, https://www.libf.ac.uk/
study/professional-qualifications/trade-finance/certificate-in-international-trade-and-finance.

#Export invoice discounting facility is a type of short-term trade finance that allows the seller to sell their receivables (i.e. payment from the buyer) to a third party for an advanced,
albeit discounted, payment rather than waiting to receive payment from the buyer directly.
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#Payment guarantees cover the risk of nonpayment, that is if the buyer does not pay the seller for goods delivered.
?’London Institute of Banking & Finance, CITF Manual, 107.

%The payment message is most likely to be sent via the SWIFT network, a member-owned cooperative that facilitates safe and secure financial transactions for its members.
The Society for Worldwide Interbank Financial Telecommunication (SWIFT) uses a standardized proprietary communications platform to send payment orders between Financial
Institutions.

#Sent, for example, via the SWIFT network.

PFrom SWIFT, the RMA is a “SWIFT-mandated filter that enables Financial Institutions to define which counterparties can send them FIN messages. Any unwanted traffic is blocked at
the sender level, reducing the operational risks associated with handling unwanted messages and providing a first line of defence against fraud.” See “RMA and RMA Plus: Managing
Correspondent Connections,” SWIFT, July 10, 2018, https://www.swift.com/news-events/news/rma-and-rma-plus-managing-correspondent-connections.
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*In some countries, a bank or other party can guarantee payment of a draft or promissory note by giving its ‘avail’. By signing the note in this way on the back, the bank or other
organization commits itself unconditionally to pay should the maker or drawee default. This practice is well established by legislation in most European countries - London Institute
of Banking & Finance, Certified Documentary Credit Specialist (CDCS) Manual |, 2014 Edition page (42)

32"Clean collection” means collection of financial documents not accompanied by commercial documents.
#For more information see Appendix I.

*Article 2 of the Uniform Rules of Documentary Credit defines “credit” as any arrangement, however named or described, that is irrevocable and thereby constitutes a definite
undertaking of the issuing bank to honour a complying presentation. In this circumstance, “honour” means a] to pay at sight if the credit is available by sight payment; b) to incur
a deferred payment undertaking and pay at maturity if the credit is available by deferred payment; or c] to accept a bill of exchange (“draft”] drawn by the beneficiary and pay at
maturity if the credit is available by acceptance. For more information, see International Chamber of Commerce, Uniform Rules for Documentary Credit (UCP600), E600E (Paris:
International Chamber of Commerce, 2007], https://2go.iccwbo.org/uniform-rules-for-documentary-credits-config+book_version-eBook/.
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¥The ICC’s Uniform Rules for Documentary Credit (UCP600) governs LC agreements. See Appendix | for more information.
3¢Under Article 38 of UCP 600 transferrable LCs are discussed in detail; however, UCP600 does not mention back-to-back LCs

¥Under MT720 (for further details see Appendix 2) there is no “Applicant Name” field; instead, is a field for the “beneficiary”. Bank B is only authorised to change the following
information: applicant name (this will be replaced by their customer’s name); expiry date (which should be for a shorter period than for Bank A); the period of presentation; unit price;

the amount of the LC; and the latest shipment date or given period for shipment.
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*Article 1.01 states that SBLCs or other similar undertaking, however named or described, whether for domestic or international use, a] may be made subject to the Rules by express
reference to them. Additionally, an undertaking subject to ISP98 Rules, referred to as a “standby”, may expressly modify or exclude their application. See James E. Byrne, James
G. Barnes, and Gary W. Collyer, International Standby Practices (ISP98), ES90E (Paris: International Chamber of Commerce, 1998], https://2go.iccwbo.org/international-standby-
practices-isp98-config+book_version-eBook/.

¥An evergreen contract automatically renews after the expiry date (i.e. it is automatically extended). The parties involved in the contract agree that it rolls over automatically until
one gives the notice to terminate it.

“See Article 1.06, Byrne, Barnes, and Collyer, ISP98, 5.
#Byrne, Barnes, and Collyer, 1.

“2See Article 2, Georges Affaki et al., Guide to ICC Uniform Rules for Demand Guarantees (URDG758), E702E (Paris: International Chamber of Commerce, 2010), X, https://2go.
iccwbo.org/guide-to-icc-urdg-config+book_version-eBook/.

“Many types of guarantees used in international trade, including payment guarantee, performance guarantee, advance payment guarantee, retention money guarantee, warranty
guarantee, customs guarantee, tender guarantee, subcontract guarantee, court/arbitration guarantee, financial guarantee, and parent company guarantee.
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“Define traditional dependent (accessory or suretyship) guarantees create a secondary liability on the part of the guarantor.
4See Article 5, Affaki et al., URDG758.

*There is no prohibition to issue LGs subject to UCP. See Appendix | for more information.

27 6)laill (e Gordo



A LoJl rosl 2l
Oliloc JMa Yo
aJgaJl 6Ll







JAUA o Alod!l rodlpall
doJl 6)labl Wldoe

WU Jlodl LA ola At wl 8ali] e gl ciila Lisylio Jaan 1ol vy d Ulall il
alhno iy Un oo Sl oA a Pulon Koo Al Wlaiilg Jiwillg ElaAll Qjcug‘”.dcg il Jué
o1l &ron) Jlgoll Juwe” o) Epiuelgg degonol G)laill JJgoill 5alio) L86g “d ol doyinll”
J49039 2luwdllg 69 i pig (juirU jlaivlg oupall wpavillg JuinVl paall U JUodl Juw ode elJa uoo Loy
48" gl Lol PUA I Ao\ iy dlndl wila AUl Wlaaaillg Joluivl jloal dal i jiriil Jigoig Wlayl

Latle Jgnall ol ol JlgoVl U8 ude (JlgoVl Je 13 yanig Aol pdipall 91 UI U-20J9
o Wlnlil (1o JlgoVl oaa claA] ol Gegyiiio gati vy Gl gyl plA il odl oJgild pie JAiy
olaAi 1wl 6elw) OJlodl PUALN O LIQILQI L 1é PlaAT ) Lyl Go-nii Yl uholg .ol plAaill JULa

Aegpiiioll JlgoVl

WJUo)l Jw ud=0 tlalos) $jgrn dinlg Aoyl wluningoll A 1ngllwa all ga Jloll yg-ay ¥ 2 69
UloJlg . Laolaal gu8a1) Jugeill o] dalay JIS Y aialg Al &6lgy Laya) Ug-a) dulajyl WlokAioll
6629 Auingoll 6)1a] .6 PAALI dunAliig 41616 Uilhlioo Ode Jgnallg LwgdLoll jgnl &oa) sjom
g0Vl U0 ClA pieg Ulgguuioll 6ging w5l dilwgl laule Jgnall Aoy U ol Bloaallg &Sladl o]

VLG 0 Jpi Hle Bal dla g il Lodp Ll tb UL [blo 1 Gl Ul pdilal oaa ua =y U049
Ul U= u_o A)ga G \__5'3_” A 1iU AT Yl dugall sy (Aol oJUod Juiw odso u_saug_o aVoXe|
Eoinoll ule jpn 6alsdl oo Jodo) LAl Egpulioll f1e (uinill

Agilin of dpiao il clgw Lanile Jrw ULbo (A ga dspln wila ¥g-ai a6 dloll i Ul Uun wuv9
Hi=ilainlgJoall Ao o6 63310 dot)n Gy A dlodl doyjnllo e Qi dlgall Ygild Lo Jnlio
U0 i) oangill aii ol lAa walelg . dliloo]l dsuin]l wla dyin OJo_u_uUIg oSl alio (o dio
J1aoig ulall Jugoig Jlgoll Jue el A -0 LoJ Jial ol 1alg Uslia Uoc A ol ol uJ) 6jLb) 6I

JUinVlg oAl wpaillg aluudlig 6qiipllg Joluill jloaJl dall

Lot Jlg—oVI o &Sty el yyai ol J-6i (29 (Jlg_oVl Jue (1 :d Ploll pSliall o Ylipu)sy YLiis ¢liag
Slal Gpall cuilgall Lol .dutagl pnlis pea el oo Lo doganivlig inoll gl vabigd sl el i)
JIg.0d Jio ilay L= of dlauitill 0aa (o dueto Wlegono Lo] (oo Wlaungill oda (0 Wgodiiell dloll
03 a W) 2ig".lgb sl d el Ylall ude Jlaillg G)laill Jwinvlg 6g1bplg Joluil jloa)l dal i

Aoyl Ul naio laie Agi) ol drwbw il sl Wil Elay Gowig dlnil ol powl ol

J~goll Wlaiio) of 8)laily [jiblo Lblijl haiyi ¥ sl ddledl piiallg Jlgoll Jwe U (s (p-0g
ag-anll jghi oo 1A Loloial wa 2 A Pgall 6)lail wldoe JILA (o Aol plilnll Ul V] (5)laill
IV leay degyitoll e da iVl oead LUl Wloaallg &5LAYIG JlgolUl dapa wde 8ph il dJgayoll
JiAU dLwll clolis A6 yaladl EUn g WlogAanll agan YV kg .wlajll JJgods Llaviilg WljaAelu
Wlloc JUA (Lo duloll pdlnll ol ploiall Jgai 266 .&5laulg Jlgoll J&i Lallla (o rodiy u- il LAgiag
Uro Guorhaiill vilandl walj ¢rpn dylo)l Wl ol) yanil (o aasl od] ela ($adag Aol )Ll
2 J30) oo Laagan 6l Wigaa Alail d Pledl blinwdoll Uo &6qiig Ul Pl diy Ode Ladsai
WUloaall ELNG Wlaud =il 1] Kig .Laio @ 19Aillg A gl 6)Laill luloe JULA (o d ol ol

“Byrne and Berger, Trade Based Financial Crime Compliance, 45.

#The Wolfsberg Group, International Chamber of Commerce, and BAFT, The Wolfsberg Group, ICC and BAFT Trade Finance Principles: 2019 Amendment (Paris: The Wolfsberg Group;
International Compliance Association; BAFT, 2019), 8, https://iccwbo.org/content/uploads/sites/3/2019/03/trade-finance-principles-2019-amendments-wolfsberg-icc-baft-final. pdf.

#Byrne and Berger, Trade Based Financial Crime Compliance, 45.
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“United Nations, “United Nations Convention against lllicit Traffic in Narcotic Drugs and Psychotropic Substances” (1988), 3, https://www.unodc.org/pdf/convention_1988_en.pdf.
51"Money Laundering,” Financial Action Task Force, accessed December 13, 2021, https://www.fatf-gafi.org/fag/moneylaundering/.
Trade Finance Principles Wolfsberg, et al. (2017) Section 3.2.1 (Escalation Procedures).
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%3"Money Laundering,” United Nations Office on Drugs and Crime, accessed December 13, 2021, https://www.unodc.org/unodc/en/money-laundering/overview.html.

*European Parliament, “Directive (EU) 2018/1673 of the European Parliament and of the Council of 23 October 2018 on Combating Money Laundering by Criminal Law,” PE/30/2018/
REV/18§(2018), https://eur-lex.europa.eu/eli/dir/2018/1673/0j.
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**Page 5, Trade-Based Money Laundering, Financial Action Task Force, 23 June 2006
*Page 5, Trade-Based Money Laundering, Financial Action Task Force, 23 June 2006
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A colluding buyer and seller from a criminal organization
negotiate a false price for the goods to be exported

The seller exports $10 million
worth of goods purchased with

Seller

illicit proceeds from criminal activity

Buyer

(Exporter in
Country A)

> (Importer in
Country B)

The seller invoices buyer for
only $1 million for the goods

The seller’s bank
gives the seller
the payment of
$1 million for
the shipment v

Buyer instructs its
bank to the wire
the $1 million to
the seller’s bank

Seller’'s

Bank

The buyer’s bank wires the
payment of $1 million for the
goods to the seller’s bank
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The buyer resells the goods
for the equivalent of $10
million in local currency

The buyer keeps the difference of $9
million, in local currency, representing
the value that has been laundered
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7Financial Action Task Force, Trade Based Money Laundering, 16.

S"FATF President Juan Manuel Vega-Serrano’s Remarks at the Meeting of the UN Security Council, December 15, 2016,"” Financial Action Task Force, December 15, 2016, http://
www.fatf-gafi.org/publications/fatfgeneral/documents/speech-vega-serrano-un-security-council-meeting-dec2016.html.

76"FATF President Juan Manuel Vega-Serrano’s Remarks.”
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’Financial Action Task Force, Combating Proliferation Financing: A Status Report on Policy Development and Consultation (Paris: Financial Action Task Force, 2010), 5, https://www.
fatf-gafi.org/media/fatf/documents/reports/Status-report-proliferation-financing.pdf.

7®Recommendation 1 includes a requirement on states and Financial Institutions to conduct proliferation financing risk assessments; Recommendation 2 relates to domestic
cooperation and coordination in countering proliferation financing; Recommendation 7 relates to implementation of UNSC proliferation finance-related targeted financial sanctions;
and Recommendation 15 extends the requirements of these recommendations to virtual asset service providers.

"%For a list of some of the primary resources on PF typologies and risk assessments, see Appendix I: Recommend Resources

8For example, under Nuclear Suppliers Group, Missile Technology Control Regime or other export arrangement guidelines
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8See Financial Action Task Force, Proliferation Financing Report (Paris: Financial Action Task Force, 2008), https://www.fatf-gafi.org/media/fatf/documents/reports/Typologies%20
Report%200n%20Proliferation%20Financing.pdf.

8 Jonathan Brewer, Study of Typologies of Financing of WMD Proliferation (London: King’s College London, 2017), https://www.kcl.ac.uk/csss/assets/study-of-typologies-of-financing-
of-wmd-proliferation-2017.pdf.

#See Appendix VI for a list of possible proliferation financing indicators collected from the FATF as well as other sources.

BSWIFT (Society for Worldwide Interbank Financial Telecommunication) MT103 payment messages are used specifically for cross-border payments. See “Open Account” page 9
above; Although Field 70 of MT103s can be used to include remittance information it is not mandatory and so in practice SWIFT 103 messages contain little information that could
be used to screen for proliferation financing.
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#Brewer, Study of Typologies of Financing of WMD Proliferation, 110.
%See Appendix VI: Proliferation Financing Indicators for more information.

¥EU Regulations (961/2010) in force at the time required a licence for financial transactions involving Iran larger that EUR 40,000, so the company should have applied for a licence
for three of the five payments and notified the authorities of the other two payments.
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Payment received by

Description attached Action by trading

Date ; Amount (€)
trading company to payment company
March 2011 @ Turkey 36,185.00 Invoice No...
March 2011 Paymer.]t to
supplier
11 April 2011 c UAE 44,926.00 Business transaction
14 April 2011 @ Turkey 25,000.00
14 April 2011 c Jordan 55,480.00 Purchase
15 April 2011 Payment to
supplier
2 June 2011 @ Turkey 68,220.00 Based on First Glass
12 July 2011 Payment to
supplier
May 2012 Attempted export
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8“Definition of Tax,” Dictionary.com, accessed December 17, 2021, https://www.dictionary.com/browse/tax.
8"Taxes & Government Revenue,” World Bank, accessed December 17, 2021, https://www.worldbank.org/en/topic/taxes-and-government-revenue.
%"Tax Avoidance Is Legal; Tax Evasion Is Criminal,” Wolters Kluwer, November 6, 2020, https://www.wolterskluwer.com/en/expert-insights/tax-avoidance-is-legal-tax-evasion-is-criminal.

“'Ernesto Zangari, Antonella Caiumi, and Thomas Hemmelgarn, “Tax Uncertainty: Economic Evidence and Policy Responses,” Taxation Papers (Brussels: European Commission,
2015), 26-27, https://ec,europa.eu/taxation_customs/system/fi|es/2017704/taxaﬁon_paper_67.pdf.

%2Christophe Waerzeggers and Cory Hillier, “Introducing a General Anti-Avoidance Rule (GAAR)” (Washington, D.C.: International Monetary Fund, 2016), 1.

%*Mark Bou Mansour, “$427bn Lost to Tax Havens Every Year: Landmark Study Reveals Countries’ Losses and Worst Offenders,” Tax Justice Network, November 20, 2020, https://
taxjustice.net/2020/11/20/427bn-lost-to-tax-havens-every-year-landmark-study-reveals-countries-losses-and-worst-offenders/.

#See Organisation for Economic Co-operation and Development, Standard for Automatic Exchange of Financial Information in Tax Matters: Implementation Handbook; Second
Edition (Paris: OECD, 2018), https://www.oecd.org/tax/exchange-of-tax-information/implementation-handbook-standard-for-automatic-exchange-of-financial-information-in-tax-
matters.pdf.

#See "Foreign Account Tax Compliance Act (FATCA),” Internal Revenue Service, accessed December 17, 2021, https://www.irs.gov/businesses/corporations/foreign-account-tax-
compliance-act-fatca.

%"FATF Steps up the Fight against Money Laundering and Terrorist Financing,” Financial Action Task Force, February 16, 2012, https://www.fatf-gafi.org/publications/fatfrecommendations/
documents/fatfstepsupthefightagainstmoneylaunderingandterroristfinancing.html.
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5" Treasury Sanctions Those Involved in Ballistic Missile Procurement for Iran,” US Department of the Treasury, January 17, 2016, https://www.treasury.gov/press-center/press-
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"¢John P. Caves Ill and Meghan Peri Crimmins, Major Turkish Bank Prosecuted in Unprecedented Iran Sanctions Evasion Case, Iran Watch Report (Madison, WI: Wisconsin Project
on Nuclear Arms Control, 2020), https://www.wisconsinproject.org/wp-content/uploads/2020/04/Major-Turkish-Bank-Prosecuted-Unprecedented-Iran-Sanctions-Evasion-Case.pdf.

55 Aol 6)laill tililoc JAUA (o dlloll il


https://www.treasury.gov/press-center/press-releases/pages/jl0322.aspx
https://www.treasury.gov/press-center/press-releases/pages/jl0322.aspx
https://www.wisconsinproject.org/wp-content/uploads/2020/04/Major-Turkish-Bank-Prosecuted-Unprecedented-Iran-Sanctions-Evasion-Case.pdf

ode duh <ill U-o A Jjolg .Aapill Yol oo Lad ]l sl il Jlg_oll (1_1_0_03(;.” uu” ylap b Croa AT l”
Glah oJ) LoV ojJanj ol Laill UI ol o)L\ WM il ela A sy "yu” jgj LadAiy ol ddljlwo
&4l Uhoo)l o Ula o uin A9y piall oadyg .ABLLI6)laill 6acld O Aouui Al gaill pde Wl oo dnla
Wbgd el Jiied JIj U Ll gariw dloleoll Ylo b ulpyl h @il eluna GJl dlalall d o pn ol ¢l jgAill
Jodni G o Wil o ayasl) g ol 69 o d9joll Wiaiiniollg Gilglloa o Ui A A 69) duAayyoVl

(Aol ulgé=ll

9911l 6 AL UL old ULin wiruiy L] Wadll aniy “Uu”Uaa il Gl b Ciols &8l Lo”
wde Algai b add Cing ‘L]gi UALE UL oaAg "yu” Aol duoall d U égnAllod o Ciilag 13 8)
odeg . Jlol VitV Jnl e AT WG .9jqdlg LA oll gl Jio [dugall tileqoaoll Goraioll Cilo=ll

asill Unloleoll &uii dga 1l (o (Aol rod b pnoll g aill i Ac

Ul ioll “yu” yaaaill Exgl WwJol Jladl pUA J-Ala Jill djala Jlgoll trila dlajoll o o po”
Al L_J()_J_L” CLinclg O VO Wgildl o Culb)_w Loy A 9injubln oo Ladlluleuo U_o ayadill
dAai po deline Ulaa oJ] JlgoVl g “yw” yasaill alapaid alodlsi e elidlg "w” eLlidl Jio
=)l oo wilal Wajgog duoag Wh b (o Wil Llg Win] ude Qalnisyl Wlgdell Qolp ule Jyill
Uo aasdl dalleol Ui asy duay oVl Wgidl ol ol .gliwiloayig Uunllg Iais ¢la uo Loy Wlalll (o
Jlo 1A (o 641i0Jl JUAg elJa) dagiig .AdduulpoJl bl JUA (o And j1é e JUga JU WM ol oll oA o
e dpilpl jLlg ln @il Jlg_ol (o JY9a (Jg_tlo 900 (o 1ial Jugni ol da 66 2013 jigisl vl 2012

Ul Ue duly Wlegoa ol alan) duayp oVl d o)l Wl oll

Wlalh Aol Ulio

Uo Alpul lanl valel Ugl .(yidyping ad il jLuiiiil dda iy il oo Ul i Agl od o wacluw”
g oll gualinl) dlaill dangll Cuils wla g uadl @ olp (o JA uoo Aol el i) wlssll
He el Glaibg dulpyl dalnisyl blgd sl doly ule Jlaill o a4 it dpinll Gl bl e

Gegyaiioll

dUnlgo Jal (o laoa (o 23V Ul (-Aa)g Wiloaallg &5LAYJL d il )l laa]l wla il oA a wagj A69
waAgi Jlio b . lailegoiro “T" eyl JUA (o lal e od ol dulpyl heill Jlgol viilag dlavilloc
AU 92y Lo udeg duilyl Cgidl (Lo Aungly - Aol gl o Ma=IU "y yaa il Gla il Ciold

JJU U] A9ji ude Jo=i Yliuilohyi v Wb o doln Ayl oJl - ngill dulpyl duilngll dA il e

Wlrglao Ui (620169 2012 Loole U Ull ude Lol Al @ 10T o6 Aol pcaluw (LU
2015 ol dApiniioll AloLiivl Josll dlas dic adi gl odlyl 599-Ul dolpl o aall wly hill 633 =io
& o UAgleill duloce <Lidl lailayabg 6a ~ioll Mgl 65 1A 696 Cilugd sl (e oealll Al § 6g A 69
SN @ Yo v s a6 " elidlg “"yu” uas il Laoas ol dulall d ol 6LiGI UgAi 2 89 .Ulm]

Aol 6)laill Wliloc JUA (o o)l @Slin)l 56



Ulghai 4w ud waill hihio - (6) ob) JAaidl

The Gold Scheme: In Seven Steps

Turkey buys oil from Iran and
deposits payment in Iran’s
Bank A accounts

BANK A

Iranian intermediaries
transfer funds via Bank A
to Individual X's network

>
1]

\V4 Individual X's network
g purchases gold in Turkey
[t

é Individual X’'s network
=) ' exports gold to Dubai
fal and Sells it for cash

Individual X’'s network
transfers funds to Iran-linked
entities vis US Banks

INTERNATIONAL
FINANCIAL SYSTEM

Iran-linked entities support
Iranian state-owned firms
and Iran’s Malign activities

IRAN

Turkish Energy
Companies
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Bank B f——
O Iranian state-owned firms
Exchange — transfer oil proceeds to
House intermediary accounts
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Gold Trading Gold
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Individual X's Dubai
Gold Trading —_— Gold
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EUROS @~
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<
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Exchange DOLLARS, ] B:nkz
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Front Companies and
Suppliers in Iran’s
Overseas Sanctions
Evasion Network
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*Financial Action Task Force, Proliferation Financing Report, 7.
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Dual Use &
Dual Use Goods Sensitive Sensitive Goods
Goods
. . . Missile & Minerals & Military Precious
Nuclear Chemical Biological . :
Delivery Chemicals Weapons Metals
Weapons
High-speed Heat Bacterial Aluminium Potassium :}Tg;dmg Gold in
cameras exchange strain alloys nitrate S all forms
pistols, and
ammunition
Composites Reactors Fermenter Aluminium Chlorine MISSIleS. . Rgugh
powders ammunition | diamonds
Maragin Preci
araging Precursors | Spray dryer | Accelerometers | Phosgene Bombs ecious
Steel stones
Combat
vehicles
. . . include
f Fil ne I
Centrifuges Scrubbers ilters Gyroscope Cyanide tanks and Jewellery
armoured
cars
Pulse Mixing Mills Isostatic press Hydrogen Defgnse
generators vessels equipment
Aircrafts,
Ignitions Elevators Presses Composites Chloropicrin ships/vessels
ad transport
trucks
Vacuum . Chemical Navigation
Condensers | Pumps Maraging steel . and radar
pumps mixture ’
equipment
Equipment
Pressure for military,
Connectors | Tanks Oxidant police or
gauges forei
Certain oreign
natural governments
resources o
Mass Growth . such as ore Classified
Coolers . Machine tool defense
spectrometers media and crude .
oil articles
X-ray flash Homing Sen5|t.|ve
Pumps . technical
apparatus devices data

¥Several items were added based on FATF 2008 report page (7) , Proliferation Financing Report
Source: “Proliferation of weapons of mass destruction”, Report from the Swedish Security Service.
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% Tauren Corsinie, “Counting the Cost (Cost of Compliance vs Cost of Non-Compliance),” 1RS (blog), October 11, 2021, https://1rs.io/2021/10/11/counting-the-cost-cost-of-compliance/.
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¥*The Wolfsberg Group, “The Wolfsberg Frequently Asked Questions on Risk Assessments for Money Laundering, Sanctions and Bribery & Corruption” (Ermatingen, Switzerland:
The Wolfsberg Group, 2015), 1, https://www.wolfsberg-principles.com/sites/default/files/wb/pdfs/fags/17.%20Wolfsberg-Risk-Assessment-FAQs-2015. pdf.

“The Wolfsberg Group, 7.

“'The Wolfsberg Group, “"Wolfsberg Statement: Guidance on a Risk Based Approach for Managing Money Laundering Risks” (Ermatingen, Switzerland: The Wolfsberg Group, 2006),
https://www.wolfsberg-principles.com/sites/default/files/wb/pdfs/wolfsberg-standards/15.%20Wolfsberg_RBA_Guidance_%282006%29.pdf.

42The Wolfsberg Group, “Wolfsberg FAQs on Risk Assessments,” 7,10,12.
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143" Anti-Money Laundering — a Guide to Customer Due Diligence,” VinciWorks Blog (blog), June 27, 2018, https://vinciworks.com/blog/anti-money-laundering-a-guide-to-customer-due-diligence/.

'4Byrne, James E., and Justin B. Berger. Trade Based Financial Crime Compliance. Montgomery Village, MD: Institute of International Banking Law & Practice; London Institute of
Banking & Finance, 2017. — Page (108).

"Financial Action Task Force, International Best Practices: Targeted Financial Sanctions Related to Terrorism and Terrorist Financing (Recommendation 6) (Paris: Financial Action Task
Force, 2013), 3, https://www.fatf-gafi.org/media/fatf/documents/recommendations/BPP-Fin-Sanctions-TF-Ré.pdf.

4The Wolfsberg Group, “Wolfsberg Guidance on Sanctions Screening” (Ermatingen, Switzerland: The Wolfsberg Group, 2019), https://www.wolfsberg-principles.com/sites/default/
files/whb/pdfs/Wolfsberg%20Guidance%200n%20Sanctions%20Screening.pdf.

"“For more information, see The Wolfsberg Group, 2.

148For more information, see The Wolfsberg Group, “Monitoring Screening and Searching: Wolfsberg Statement” (The Wolfsberg Group, September 2003), https://ms.hmb.gov.tr/
uploads/sites/2/2019/04/monitoring_statement.pdf.
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150lf goods are in transit, then settlement by way of payment will have to be made.
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ARCHETYPE

PARTICIPANTS

BUSINESS
NETWORK
OPERATOR
(BNO)

BENEFITS
OF TRUST
TECHNOLOGY

r3.

Single Bank
Business Network

Single bank
(multiple branches)

Bank or Trusted
Third Party

Limited benefits for
trust tech at a single
bank for TBML

AML Solution
Provider Business
Network

Customers
belonging to one AML
Solution Provider

AML Solution Provider

DLT enables secure
data sharing,
data provenance,
mutualisation of
cost of building and
implementing TBML
solutions. Confidential
computing enables
greater protection for
data in use.

Jurisdiction - based
Business Network

Banks & FIU
operate nodes
within a jurisdiction

New Co or Existing
Trusted Third Party

Greater mutualisation
of cost (at a
jurisdiction-level) and
scale, Encouraging
reuse, avoid data
siloes, bespoke
integration. Easier
to have adoption
(regulatory-driven)

Network-of-Networks

Multiple, connected
business networks

Multiple independent
BNO's

Most effective means
of combatting
TBML. Bridges

the gap between
data availability
and privacy/
data residency/
bank secrecy at an
international scale.
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%5"What Is the Harmonized System (HS)?,” World Customs Organization, accessed February 17, 2022, http://www.wcoomd.org/en/topics/nomenclature/overview/what-is-the-
harmonized-system.aspx.

*¢See "TARIC Consultation,” European Commission, accessed March 23, 2022, https://ec.europa.eu/taxation_customs/dds2/taric/taric_consultation.jsp?Lang=en.

5’See "UK Integrated Online Tariff: Look up Commodity Codes, Duty and VAT Rates,” UK Government, accessed March 23, 2022, https://www.trade-tariff.service.gov.uk/find_
commodity.

"S8Financial Action Task Force, Best Practices on Trade Based Money Laundering (Paris: Financial Action Task Force, 2008), https://www.fatf-gafi.org/publications/
fatfrecommendations/documents/bestpracticesontradebasedmoneylaundering.html; Financial Action Task Force, Trade Based Money Laundering; Financial Action Task Force and
Egmont Group, TBML: Trends and Developments; Financial Action Task Force and Egmont Group, Trade-Based Money Laundering: Risk Indicators (Paris: Financial Action Task
Force, 2021), https://www.fatf-gafi.org/publications/methodsandtrends/documents/trade-based-money-laundering-indicators.html.

"BAFT, Combatting Trade Based Money Laundering: Rethinking the Approach (Washington, D.C.: BAFT, 2017).
https://www.ffiec.gov/
"$Thttps://www.wolfsberg-principles.com/sites/default/files/wb/Trade%20Finance%20Principles%202019.pdf
'¢https://www.fca.org.uk/publication/thematic-reviews/tr-13-03.pdf

163Asia/Pacific Group on Money Laundering, “APG Typology Report.”

1%Hong Kong Association of Banks, “Guidance Paper on Combating Trade-Based Money Laundering” (Hong Kong: Hong Kong Association of Banks, 2016), https://www.hkma.
gov.hk/media/eng/doc/key-functions/banking-stability/aml-cft/Guidance_Paper_on_Combating_Trade-based_Money_Laundering.pdf.

>Monetary Authority of Singapore, Guidance on Anti-Money Laundering and Countering the Financing of Terrorism Controls in Trade Finance and Correspondent Banking
(Singapore: Monetary Authority of Singapore, 2015), https://www.mas.gov.sg/-/media/MAS/News-and-Publications/Monographs-and-Information-Papers/Guidance-on-AML-CFT-
Controls-in-Trade-Finance-and-Correspondent-Banking.pdf.

'6¢See Appendix I: Additional Resources
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"$Financial Action Task Force, FATF Guidance on Counter Proliferation Financing: The Implementation of Financial Provisions of United Nations Security Council Resolutions to
Counter the Proliferation of Weapons of Mass Destruction (Paris: Financial Action Task Force, 2018), 32-34, http://www.fatf-gafi.org/media/fatf/documents/reports/Guidance-
Countering-Proliferation-Financing.pdf.
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